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Christopher Edmonds is the Chief Develop­
ment Officer at Intercontinental Exchange, Inc. 
(NYSE: ICE). Edmonds over sees all  of ICE’s 
clear ing house oper a tions and the global risk 
man age ment team. Additionally, he coor di na­
tes the com pany’s mar ket ing and pub lic rela­
tions endeav ours. He pre vi ously served as 
Global Head of Clearing & Risk and Senior Vice 
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saw the devel op ment of ini tia tives within ICE’s 
exchanged listed and OTC finan cial mar kets. 
Before being named Global Head of Clearing 
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Financial Markets with respon si bil ity for all  cli ent­
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com mod i ties (includ ing energy, softs and met­
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President of ICE Clear Credit (for merly known 
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cial Market Utilities under the Dodd–Frank Act. 
Under his lead er ship, the cen tral counterparty 
transitioned from a lim ited pur pose trust com­
pany reg u lated by the New York State Banking 
Commission and the New York Federal Reserve 
to a des ig nated clear ing orga ni sa tion and a 
secu ri ties clear ing orga ni sa tion jointly reg u lated 
by the Commodity Futures Trading Commission 
(CFTC) and the Securities and Exchange Com­
mission (SEC). During Edmonds’ ten ure as Pres­
ident of ICE Clear Credit, more than US$40tn in 
credit default swaps were cleared reduc ing the 
sys temic risk asso ci ated with these instru ments 
by more than 90 per cent. Additionally, rev e­
nues grew from US$20m per year to more than 

US$75m. Prior to join ing ICE Trust in Decem ber 
2009, Edmonds was the Chief Executive Officer 
of the International Derivatives Exchange Group 
(IDCG). He began with the com pany as the 
Chief Operating Officer in July 2008 and was 
named Chief Executive Officer in Sep tem ber 
2008. Under his lead er ship, IDCG com pleted 
its appli ca tion with the CFTC and launched its 
des ig nated clear ing orga ni sa tion for cur rency 
futures and options in Decem ber 2008. IDCG 
also com pleted a suc cess ful cap i tal raise and 
exe cuted a line of credit facil ity in excess of 
US$120mn dur ing this same time­frame. Pre­
viously, Edmonds was the Chief Development 
Officer for ICAP Energy where he led the com­
pany’s exter nal growth efforts within the energy 
and com mod i ties space. He also served as the 
Chief Executive Officer of ICAP Futures. In this 
role Edmonds was actively involved with reg u la­
tory devel op ments in over­the­counter futures 
and options, includ ing suc cess ful efforts to 
increase the num ber of OTC cleared prod ucts 
avail  able in energy and com mod i ties. Edmonds 
formed an indus try coa li tion to push for cleared 
OTC prod ucts and presented the idea to a num­
ber of US­based exchanges in the late 1990s 
before reaching an agree ment with NYMEX that 
even tu ally resulted in the launch of ClearPort 
Clearing in 2002.

Ashwini Panse is the Chief Risk Officer for the 
North Amer i can clear ing houses at ICE. Panse 
is also the Head of Risk Oversight for ICE Clear 
Netherlands and ICE Clear Singapore. Panse 
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the clear ing houses and pro vi des exper tise, 
sup port and chal lenge to the man age ment of all  
finan cial and non­finan cial risks. Panse joined 
ICE in 2010, and prior to becom ing Chief Risk 
Officer, Panse served in other lead er ship roles 
in risk, com pli ance and inter nal audit across 
ICE’s global busi ness units. Panse has served 
as the Chief Compliance Officer for ICE Trade 
Vault US, and in her inter nal audit role, Panse 
admin is tered the Global Sarbanes Oxley 404 
com pli ance and test ing programme and inter­
nal audits for ICE’s US subsidiar ies. Panse is 
Chair of the World Federation of Exchanges 
(WFE) CCP Working Group. She is a board 
mem ber of the FIA Operations America Divi­
sion, which pro motes indus try coop er a tion and 
exchange of ideas on all  top ics impacting the 
US Marketplace. She is also a board mem ber 
and Treasurer at McKenna Farms Therapy Ser­
vices Inc., a non­profit orga ni sa tion that pro vi­
des ther a peu tic programmes and resources for 
chil dren with spe cial needs and their fam i lies. 
Panse began her career at Pricewaterhouse 
Coopers LLC, holds an MBA in Finance from 
Xavier University, Williams College of Business 
and is a cer ti fied pub lic accoun tant and a char­
tered accoun tant.

AbstrAct

Technology has been a long-stand ing cat a lyst for 
change, inno va tion and the emer gence of new busi-
ness mod els. As tech nol ogy evolves and matures, 
the finan cial ser vices indus try revis its its cur rent 
pro cesses and capabilities to assess if leverag ing 
more mod ern tech nol o gies can drive addi tional cli-
ent and busi ness value. There are some pro posed 
use cases for dis trib uted led ger tech nol ogy (DLT) 
that pro pose disintermediating the entire finan cial 
indus try. There is no doubt the broader finan cial 
indus try agrees DLT pres ents an oppor tu nity to 
shape the future vision of cap i tal mar kets and 
rec og nises the value inher ent in the shared DLT 
plat form that can build secu rity, pri vacy and audit-
ability into every finan cial trans ac tion and could 
poten tially elim i nate costly rec on cil i a tion. However, 
DLT, like any emerg ing tech nol ogy, must be thor-
oughly vet ted through rig or ous test ing. Moreover, 

reg u la tors across the globe are pro mot ing respon-
si ble inno va tion and fair com pe ti tion among mar-
kets and mar ket par tic i pants. And for inno va tion 
to be respon si ble and com pe ti tion to be fair, it 
must com ply with reg u la tions. Meta finance aka 
decentralised finance (‘DeFi’) that runs on decen-
tralised infra struc ture, remains imma ture and vol-
a tile, with sev eral eco nomic, tech ni cal, eth i cal and 
pub lic pol icy issues still waiting to be addressed. 
DeFi enthu si asts claim that meta finance is doing 
to money what email did to postal ser vices, with a 
prom ise to pro vide a secure finan cial plat form that 
is open to any one with access to a com puter and an 
internet con nec tion. It has the poten tial to trans-
form global finance, but activ ity to date has focused 
on the com mu nity of dig i tal asset own ers. DeFi 
offers effi cien cies driven by auto ma tion and dis in-
ter me di a tion, powered by blockchains and smart 
con tracts with a vision of a more effi cient pay ment 
sys tem, with instant trans ac tions and lower costs 
no mat ter where on the globe one is located. Its 
effi cien cies and safe guards, how ever, are yet to be 
tested and the broader com mu nity feels safe and 
secure with the belts and braces tra di tional finance 
offers today. DeFi is not devoid of risks relat ing to 
high vol a til ity, mar ket manip u la tion, fraud, illicit 
finance and lack of gov er nance, which col lec tively 
could severely dam age mar ket integ rity and inves-
tor con fi dence.

Keywords: decentralised finance, dig i tal  
assets, inno va tion, tra di tional finance, 
dis trib uted led ger tech nol ogy, smart 
con tracts, blockchain

DECENTRALISED FINANCE IS 
GROWING AT A RAPID PACE
With the advance ment and huge explo sion 
in the depth and breadth of dig i tal tech-
nol o gies such as machine learn ing, cloud 
com put ing, blockchain and dis trib uted led-
ger, Web3, smart con tracts, cryptocurrency 
and other emerg ing tech nol o gies over the 
last few decades, the finan cial ser vices sec tor 
is expo nen tially evolv ing. Moreover, decen-
tralised finance (DeFi), is now looking to 
dis rupt how finan cial orga ni sa tions operate 



Edmonds and Panse

Page 70

and how insti tu tional and retail con sum ers 
trade, bor row, lend, inter act with money 
and trans act busi ness.

DeFi is the lat est trend in the crypto 
asset space which sets out to rep li cate var-
i ous activ i ties in the tra di tional finan cial 
sys tem in an open, decentralised, per-
missionless and auton o mous way. DeFi 
is a col lec tive term for finan cial prod ucts 
and ser vices that are acces si ble to any one 
with an internet con nec tion. With DeFi, the 
mar kets are always open and there are no 
centralised author i ties who can block pay-
ments or deny access.

Development of the DeFi mar ket relies 
heavily on smart con tracts, which con sist 
of self-exe cut ing con tracts writ ten as code 
on blockchain led gers and are auto mat i cally 
exe cuted upon reaching pre-defined trig-
ger events writ ten in the code. The chart 
in Figure 1, from an indus try source, shows 
the growth in the num ber of DeFi users.

TOTAL VALUE OF ASSETS (US$BN) 
LOCKED IN DEFI TRANSACTIONS
The chart in Figure 2, from an indus try 
source, shows the growth in DeFi across 
blockchains, as mea sured in ‘total value 
locked’ (TVL).

Blockchain is the back bone for DeFi 
oper a tions and refers to dis trib uted led ger 

Figure 1 Growth in the num ber of DeFi users
Source: Dune https:/  /  dune.  com/  rchen8/  defi­  users­  over­  time

tech nol o gies where data is shared across a 
net work that cre ates a dig i tal led ger of ver-
i fied trans ac tions or infor ma tion among 
net work par tic i pants and the data are typ i-
cally linked using cryp tog ra phy to main tain 
the integ rity of the led ger and exe cute other 
func tions, includ ing trans fer of own er ship 
or value.

Bitcoin, launched in Jan u ary 2009, is the 
world’s larg est cryptocurrency by mar ket 
capitalisation. Unlike fiat cur rency, Bitcoin 
is cre ated, dis trib uted, traded and stored 
with the use of a decentralised led ger sys-
tem, known as a blockchain. Bitcoin’s 
his tory as a store of value has been tur-
bu lent. It has gone through sev eral cycles 
of boom and bust over its rel a tively short 
life span. As the ear li est vir tual cur rency to 
meet wide spread pop u lar ity and suc cess, 
Bitcoin has inspired a host of other crypto-
currencies in its wake.

Ethereum is an open-source, pub lic, 
blockchain-based dis trib uted led ger fea tur-
ing smart con tract (scripting) func tion al ity. 
It enables devel op ers to build blockchain 
appli ca tions with busi ness logic that exe-
cute in a trust less envi ron ment, where 
par tic i pants do not need to know or trust 
each other or a third party, while leverag-
ing the high avail abil ity of the Ethereum 
net work. This has opened the door to a 
global finan cial sys tem where an internet 
con nec tion is all  you need to access appli-
ca tions, prod ucts and ser vices that operate 
in a trust less man ner. Anyone can inter act 
with the Ethereum net work and par tic i pate 
in this dig i tal econ omy, with out the need 
for third parties and with out the risk of 
cen sor ship. The scripting lan guage used by 
Ethereum is Turing-com plete, essen tially 
mean ing that the types of decentralised 
appli ca tions (dApps) users can design is 
lim ited only by their pro gram ming skills 
and cre a tiv ity.

Smart con tracts are pieces of code that 
run on the blockchain and are guaranteed 
to pro duce the same result for every one  

https://dune.com/rchen8/defi-users-over-time
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who runs them. These can be used to cre ate 
a wide range of decentralised appli ca tions 
which can include finan cial prod ucts among 
many oth ers. The term ‘smart con tract‘ was 
coined by Nick Szabo in the 1990s. Vending 
machines are men tioned as the oldest piece 
of tech nol ogy equiv a lent to smart con tract 
implementation. Everyone who puts the 
cor rect amount of coins into the machine 
can expect to receive a prod uct in exchange. 
Similarly, on Ethereum, con tracts can hold 
value and unlock it only if spe cific con di-
tions are met.

Central bank dig i tal cur rency (CBDC) refers 
to a form of dig i tal money or mon e tary 
value, denominated in the national unit of 
account, that is a direct lia bil ity of the cen-
tral bank.

Stablecoin refers to a cat e gory of crypto-
currencies with mech a nisms that are aimed 
at maintaining a sta ble value, such as by 
peg ging the value of the coin to a spe cific 
cur rency, asset or pool of assets or by algo-
rith mi cally con trol ling sup ply in response 
to changes in demand to stabilise value.

BELTS AND BRACES: TRADITIONAL 
FINANCE
Disintermediation with out appro pri ate sub-
sti tute mech a nisms will only increase the 
risk for inves tors and exac er bate mar ket 
harm.

Traditionally, mar ket intermedi ar ies 
have acted as gate keep ers to ensure inves tor 

pro tec tion and mar ket integ rity, establish-
ing time tested rule books for oper a tion, 
and pre vent ing mar ket abuse, impos ing 
cap i tal and liquid ity con trols, performing 
anti-money laun der ing and know your cus-
tomer checks and mon i tor ing for sanc tions. 
Traditional mar kets — by design and legally 
tested reg u la tions — pro vide for mar ket 
gov er nance and con fi dence for all  users.

Supporters of DeFi argue that cut-
ting out intermedi ar ies offers con sum ers 
more con trol over their invest ments. But 
intermedi ar ies such as exchanges, futures 
com mis sion mer chants, pay ment clear ing 
facil i ties and asset man ag ers have devel oped 
over the past 200 or 300 years to reli ably 
pro vide crit i cal finan cial ser vices to sup-
port the finan cial mar kets and the investing 
pub lic. Intermediaries pro vide infor ma tion, 
ana ly ses and advice to the pub lic seek ing 
access to finan cial mar kets. Intermediaries 
often have fidu ciary or other legal duties to 
act in the best inter ests of their cus tom ers. 
They pro vide liquid ity to the mar kets and 
sup port the sta bil ity of the finan cial sys tem 
in times of stress. They pro vide cus tody 
of assets and safe guards for invest ments. 
They are respon si ble for pre vent ing money 
laun der ing through finan cial mar kets. Reg-
ulated and licensed intermedi ar ies must 
meet established stan dards of con duct and 
can be held legally respon si ble for fail ing to 
meet those stan dards of con duct. Interme-
diaries can be held account able when things 
go wrong.

Figure 2 Growth in DeFi across blockchains, as mea sured in TVL
Source: DeFiLlama https:/  /  defillama.  com/  

https://defillama.com/
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Examples of belts and braces
 • Adequate finan cial, oper a tional and man-

a ge rial resources;
 • appro pri ate stan dards for par tic i pant and 

prod uct eli gi bil ity;
 • ade quate and appro pri ate risk man age-

ment capabilities;
 • abil ity to com plete set tle ments on a timely 

basis under vary ing cir cum stances;
 • stan dards and pro ce dures to pro tect mem-

ber and par tic i pant funds;
 • effi cient and fair default rules and pro ce-

dures;
 • ade quate rule enforce ment and dis pute 

res o lu tion pro ce dures;
 • ade quate and appro pri ate sys tem safe-

guards, emer gency pro ce dures and plans 
for disas ter recov ery;

 • obli ga tion to pro vide nec es sary reports to 
mul ti ple reg u la tors from diff er ent juris-
dic tions to over see activ i ties;

 • main te nance of all  busi ness records for 
five years in a form accept able to the reg-
u la tor;

 • pub li ca tion of rules and oper at ing pro ce-
dures;

 • par tic i pa tion in appro pri ate domes tic and 
inter na tional infor ma tion-shar ing agree-
ments;

 • avoid ance of actions that are unrea son able 
restraints of trade or that impose anti-
com pet i tive bur dens;

 • gov er nance arrange ments and fit ness stan-
dards;

 • rules to min i mise con flicts of inter est in 
the deci sion-mak ing pro cess, and a pro-
cess for resolv ing any con flicts;

 • com po si tion of governing boards to 
include mar ket par tic i pants;

 • well-founded legal frame work.

DEFI: LACK OF APPROPRIATE 
GUARDRAILS
DeFi appli ca tions and mar kets give rise 
to sev eral risks, some inher ent in DLT 
based sys tems, and oth ers stem ming from 

inno va tions in the archi tec ture and oper a-
tions of such mar kets.

Federal Reserve Chairman Jerome 
Powell said at the Bank of International Set-
tlements (BIS) Innovation Summit on 23rd 
March, 2022

In par tic u lar, we don’t know how some 
dig i tal prod ucts will behave in times of 
mar ket stress, which could lead to large 
destabilizing flows, nor do we know how 
stresses in crypto mar kets could poten-
tially spill over into the tra di tional finance 
sys tem.1

REGULATORY NON-CONFORMANCE
The cur rent reg u la tory frame work is designed 
for a sys tem that drives indus try-wide con-
sen sus and has finan cial intermedi ar ies at 
its core. The exis tence of intermedi ar ies 
is con trary to the very essence of decen-
tralised finance, and it is often diffi  cult 
to even iden tify parties involved that can 
be assessed or reg u lated. Enforcement of 
existing reg u la tion is also diffi  cult to apply 
given the absence of a respon si ble entity. 
As such, cur rent reg u la tory frame works 
may not be entirely suit able to reg u late 
decentralised net works. The absence of 
sin gle reg u la tory and super vi sory access 
points in decentralised DeFi net works is 
one of the key pol icy issues that remains to 
be over come.

Given the decentralised nature of the 
net works based on which DeFi appli ca-
tions operate, and their com mu nity-driven 
gov er nance, it is diffi  cult to iden tify deci sion- 
mak ing enti ties/actors that can ulti mately 
be held account able for the oper a tion of the 
net work (Figure 3).

Difficult to under stand: DeFi faces sev eral 
early-stage chal lenges. It uses inter faces 
which inves tors are not accus tomed to 
using and which are diffi  cult to fully under-
stand. Blockchain data and smart code are  
trans par ent for all  to see, but under stand ing 
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this data and code requires tech ni cal know-
l edge. This increases the like li hood of, and 
oppor tu nity for, bad actors to per pe trate 
fraud u lent schemes and engage in illicit 
activ i ties and other mis con duct. Trust is 
shifted from intermedi ar ies to pro to cols and 
code, which can be sub ject to error, vul ner-
a bil ity and attack and can result in errors 
in trans ac tions, lack of dis pute mech a nisms 
and lack of redress.

Lack of infor ma tion or mis in for ma tion: Dig-
ital engage ment and social media are being 
used as prominent tools to gain trac tion; 
how ever, they are not devoid of mis in-
for ma tion. Given the lack of reg u la tory 
safe guards, dis clo sure of mate rial infor ma-
tion that could have a sub stan tial impact 
on the per for mance of the prod uct or sys-
tem, such as is nec es sary to make informed 
invest ment deci sions, is some times mis s ing.  
Information could be hid den to cre ate an 
uneven playing field and asymmetries. 
Potential inves tors are deprived of infor-
ma tion about gov er nance arrange ments. 
There must be a clear path for adju di ca tion,  
which — by defi  ni tion — requires a data 

set(s) all  par tic i pants can agree is the appro-
pri ate data set.

Governance and inves tor and con sumer risks: 
Appropriate gov er nance of DeFi pro to col 
and smart con tracts is essen tial. However, 
if only a key set of inves tors and ven ture 
cap i tal ists retain ulti mate con trol, there 
could be a mis align ment of incen tives. For 
instance, if the holder of the admin is tra tive 
key has uni lat eral con trol of users’ funds 
held in a smart con tract or pro to col, there 
is a risk that the smart con tract or pro to col 
could be dis abled or altered2 unex pect-
edly by the admin is tra tor or there could 
be an insider theft of crypto assets held in 
the smart con tract or pro to col. There are 
plenty of reports of fraud u lent schemes and 
exit scams designed by devel op ers and influ-
encers, who raise cap i tal and escape swiftly, 
often with out leav ing any trace. Users sel-
dom have any recourse in case of default or 
fail ure of the DeFi pro to col, and in most 
cases, it is diffi  cult to iden tify a respon si ble 
party or cen tral author ity to turn to in case 
of con sumer con cerns. There are no recov-
ery schemes or res o lu tion mech a nisms, 

Figure 3 Issues asso ci ated with DeFi
Source: Multitude of Potential Risks — OECD (2022), ‘Why Decentralised Finance (DeFi) Matters and the Policy’,  
https:/  /  t4.  oecd.  org/  daf/  fin/  financial­  markets/  Why­  Decentralised­  Finance­  DeFi­  Matters­  and­  the­  Policy­ 
 Implications.  pdf, p. 42

https://t4.oecd.org/daf/fin/financial-markets/Why-Decentralised-Finance-DeFi-Matters-and-the-Policy-Implications.pdf
https://t4.oecd.org/daf/fin/financial-markets/Why-Decentralised-Finance-DeFi-Matters-and-the-Policy-Implications.pdf
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expos ing par tic i pants to risks of total loss of 
invest ment in case of default. DeFi pro jects 
can go live with lit tle or no due dil i gence. 
Any soft ware devel oper can launch a new 
pro ject with zero audit or test ing, and there 
have been numer ous cases where the exis-
tence of bugs or other tech no log i cal glitches 
were iden ti fied post-launch. This resulted 
in the malfunction or even col lapse of the 
sys tems, with par tic i pants incur ring sig nifi -
cant mon e tary losses.

Stablecoin: Stablecoins have many of the 
fea tures of crypto assets but seek to stabilise 
the price of the ‘coin’ by linking its value 
to that of a pool of assets. Therefore, sta-
blecoins might be more capa ble of serv ing 
as a means of pay ment and store of value, 
and they could poten tially con trib ute to the 
devel op ment of global pay ment arrange-
ments that are faster, cheaper and more 
inclu sive than pres ent arrange ments. That 
said, stablecoins are a nascent tech nol ogy 
and. as a result, are largely untested and 
their audited over sight is more lim ited than 
is nec es sary for con fi dence.

Regardless of size, stablecoins pose 
legal, reg u la tory and over sight chal lenges 
and risks related to legal cer tainty; sound 
gov er nance; money laun der ing, ter ror ist 
financ ing and other forms of illicit finance; 
safety, effi ciency, and integ rity of pay ment 
sys tems; cybersecurity and oper a tional 
resilience; mar ket integ rity; data pri vacy, 
pro tec tion, and por ta bil ity; con sumer and 
inves tor pro tec tion; and tax com pli ance.

Front-run ning: The Ethereum blockchain, 
upon which most DeFi apps are built, has 
been vul ner a ble to front-run ning as per pe-
tra tors have had suffi  cient time to reor der 
trans ac tions in a favourable way. Front-run-
ning can result in users with trans ac tions 
that have been reordered obtaining less 
favourable trans ac tion terms. If enough 
front-run ning occurs on any blockchain, it 
can result in stale trans ac tions, faulty con-
sen sus and an ulti mate loss of con fi dence 
in the abil ity of the blockchain to pro cess 
trans ac tions and achieve set tle ment final ity.

Security breaches: Most crypto ser vice pro-
vid ers have not been  able to imple ment 
reli able secu rity sys tems that min i mise 
breaches on their plat forms. Moreover, the 
ubiq ui tous use of cloud at the foun da tion 
of DeFi offer ings pro vi des nefar i ous actors 
a com mon access point. Lack of a reg u la-
tor’s abil ity to test sys tem safe guards and the 
exis tence of vulnerabilities means cyber-
crim i nals are increas ingly tak ing advan tage 
of secu rity gaps for per sonal gain, at the 
expense of their vic tims.

Cyberattacks increased sub stan tially in 
mid-2021 and have remained ele vated. The 
attacks are asso ci ated mostly with com-
pro mised wal let keys, vulnerabilities in 
com puter code and scams by devel op ers. 
Cyberattacks cause large and often per-
sis tent losses. Cyberattacks not only steal 
assets but also under mine the rep u ta tion 
of a plat form, often trig ger ing with draw als 
by depos i tors as they fear not being  able to 
redeem their depos its. An entire plat form 
can col lapse in the after math of an attack as 
in the case of the Mt. Gox Scandal.

Cybersecurity and mar ket fail ures at 
major dig i tal asset exchanges and trad ing 
plat forms have resulted in bil li ons of dol-
lars in losses. According to Bitfury Crystal’s 
most recent report,3 120 secu rity attacks, 73 
attacks on DeFi pro to cols and 33 fraud u lent 
schemes have so far resulted in the theft of 
approx i ma tely US$12.1bn worth of crypto 
assets in total.

Figure 4 shows the total amount of 
crypto assets sto len every year since 2011. 
The most pop u lar method of crypto-theft 
has been the infil tra tion of crypto-exchange  
secu rity sys tems. DeFi hacks were the 
fastest-grow ing way to steal crypto in 
2020–1. Over US$1.7bn was sto len from 
such pro to cols. This can be explained by 
the fact that the tech nol ogy is new and still 
has a lot of vulnerabilities. The num ber of 
cybercriminal attacks has remained rel a-
tively high and over all, the secu rity breaches 
were still mainly expe ri enced by large-scale 
exchanges.
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Smart con tracts: Smart con tracts are the 
foun da tion of DeFi pro to cols. Currently, 
smart con tracts are in the ini tial stages of 
evo lu tion, and we are a long way away from 
pieces of code sit ting entirely inde pen dently 
as a con tract, with out any ref er ence to a 
nat u ral lan guage doc u ment (Figure 5).

Some believe new leg is la tion is unnec-
es sary as these so-called ‘smart con tracts’ 
are already cov ered by existing laws and it 
would be poten tially con fus ing for com pa-
nies and their law yers to con sult mul ti ple 
sources of leg is la tion when conducting busi-
ness nation wide. They believe that a smart 
con tract may be sim ply a dig i tal instruc tion 
to exe cute an agreed sequence of events in 

accor dance with pre-defined terms and may 
or may not be a con tract at all .4

There is an effort5 to mod ern ise uni-
form state laws to accom mo date emerg ing 
tech nol o gies like DLT, vir tual cur rency, 
and other dig i tal assets by the Uniform Law 
Commission and Amer i can Law Institute. 
Several very sup port ive and inno va tive state 
leg is la tors in the US are also explor ing leg-
is la tion for this new tech nol ogy and there is 
already a patch work of laws emerg ing.

The UK Law Commission6 also pub-
lished its advice to Government, on 25th 
Novem ber, 2021, con clud ing that the cur-
rent legal frame work in England and Wales 
is clearly  able to facil i tate and sup port the 

Figure 4 Crypto assets sto len each year 2011–22
Source: Bitfury, ‘Crypto and DeFi Hacks and Scams Report 2021’
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use of smart legal con tracts. They how ever 
recognised areas of uncer tainty and pos si ble 
diffi  cul ties that are unique to smart con-
tracts. For instance,

Smart legal con tracts may pres ent unique 
chal lenges when seek ing to iden tify the 
geo graph i cal loca tion of breaches, actions, 
and enrich ments, par tic u larly where the 
obli ga tions under a smart legal con tract 
con cern a dig i tal asset, rather than a phys-
i cal asset with a clear real-world loca tion.

EVOLUTION OF REGULATORY 
APPROACH
Crypto and DeFi have become decid edly 
more main stream in the last cou ple years, 
with a ramp-up in reg u la tory scru tiny by 
finan cial author i ties. They are not, how ever, 
with out their unique chal lenges. DeFi’s ele-
vated mar ket, liquid ity and cyber risks may 
need adjust ment to the reg u la tory perim e ter, 
but DeFi’s ano nym ity, lack of a centralised 
gov er nance body and legal uncertainties 
ren der the tra di tional approach to reg u la tion 
ineff ec tive. The rapid emer gence and devel-
op ment of the dig i tal asset mar ket has, by 
design, largely taken place on the out skirts 
of the tra di tional finan cial mar ket struc tures 
and the existing reg u la tory regime cov er ing 
the dig i tal asset indus try is in its early stages 
and very incom plete.

Digital asset trad ing plat forms and ser-
vice pro vid ers have grown rap idly in size 
and com plex ity and while it can not be said 
that the indus try is com pletely unreg u lated, 
there are impor tant prin ci ples miss ing from 
the reg u la tory frame work that we see in 
other reg u lated mar kets.

Since the first cryptocurrency (Bitcoin) 
launched in 2009, the ques tion of how 
exactly to fit the com po nents of this new, 
decentralised finan cial eco sys tem into tra-
di tional categories has been widely debated. 
Is Bitcoin a security or a commodity? Who should 
reg u late it?

SEC Chair Gary Gensler, dur ing his 
nine-month reign as Chairman of the 
SEC, has maintained his stance that most 
crypto tokens are akin to secu ri ties and 
are there fore within the remit of the reg-
u la tor. He reit er ated to CNBC in August 
2021 that the SEC con sid ers many crypto-
currency coins and tokens to be secu ri ties 
under the Howey Test,7 say ing, ‘If some-
body is rais ing money sell ing a token and 
the buyer is antic i pat ing profi ts based on 
the efforts of that group to spon sor the 
seller, that fits into some thing that’s a secu-
rity.’8 Also in August 2021, he said, in his 
speech to the Aspen Security forum: ‘In 
my view, the leg is la tive pri or ity should 
cen ter on crypto trad ing, lend ing and DeFi 
plat forms. Regulators would ben e fit from 
addi tional ple nary author ity to write rules 
for and attach guard rails to crypto trad ing 
and lend ing.’9

In a recent address, the for mer Commod-
ity Futures Trading Commission (CFTC) 
Commissioner Dan M. Berkovitz stated:  
‘In a pure “peer-to-peer” DeFi sys tem, 
there is no inter me di ary to mon i tor mar-
kets for fraud and manip u la tion, pre vent 
money laun der ing, safe guard depos ited 
funds, ensure counterparty per for mance, 
or make cus tom ers whole when pro cesses 
fail. A sys tem with out intermedi ar ies is a 
Hobbes ian mar ket place with each per son 
looking out for them selves. Caveat emptor 

Figure 5 Evolution from nat u ral lan guage con tracts to smart con tracts
Source: ICE
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“let the buyer beware”.’10 Berkovitz fur ther 
argues that DeFi deriv a tive instru ments 
are likely to be ille gal under the Com-
modity Exchange Act.11 Apart from the 
legal ity issue, it is unten a ble to allow an 
unreg u lated, unli censed deriv a tives mar-
ket to com pete, side-by-side, with a fully 
reg u lated and licensed deriv a tives mar ket. 
In addi tion to the absence of mar ket safe-
guards and cus tomer pro tec tions in the 
unreg u lated mar ket, it is unfair to impose 
the obli ga tions, restric tions and costs of 
reg u la tion upon some mar ket par tic i pants 
while per mit ting their unreg u lated com-
pet i tors to operate wholly free of such 
obli ga tions, restric tions and costs.

We are past the stage where dig i tal assets 
and decentralised finan cial tech nol o gies are 
a research pro ject — they rep re sent a mar ket 
capitalisation in excess of US$3tn. The issues 
are at the front and cen tre for reg u la tors and 
the unique and var ied fea tures of dig i tal assets 
can pose sig nifi  cant finan cial risks to con-
sum ers, inves tors and businesses if appro pri ate 
pro tec tions are not put in place quickly.

The new and unique uses and func tions 
that DeFi can facil i tate may cre ate addi tional 
eco nomic and finan cial risks requir ing an 
evo lu tion to a reg u la tory approach that ade-
quately addresses those risks. Regulators 
and super vi sors today are exposed to rep-
u ta tional risks if con sum ers lose money on 
crypto activ ity and DeFi. ‘Investors deserve 
reg u la tory con sis tency, not con fu sion.’12

The dig i tal sec tor now demands more 
and more reg u la tory atten tion and time.

The vol a til ity spikes observed in the 
main crypto asset prices inten sify the fra-
gil ity of the DeFi mar ket when such assets 
are pledged as col lat eral for bor row ing and 
lever age or pro vided as liquid ity for yield 
farm ing. This can induce mas sive auto matic 
liq ui da tions in DeFi pro to cols. Such liq ui-
da tions can have a dom ino effect on inves tor 
hold ings across the board and may even 
have spill over effects in tra di tional mar kets.

Digital asset issu ers, exchanges and trad-
ing plat forms, and intermedi ar ies whose 

activ i ties may increase risks to finan cial 
sta bil ity, should, as appro pri ate, be sub ject 
to and in com pli ance with reg u la tory and 
super vi sory stan dards that gov ern tra di-
tional mar ket infra struc tures and finan cial 
firms, in line with the gen eral prin ci ple of 
‘same busi ness, same risks, same rules.’

President Biden’s Executive Order13 
acknowl edged an increase in the com bined 
mar ket capitalisation of non-state issued 
dig i tal assets from approx i ma tely US$14bn 
in early Novem ber 2016 to US$3tn in 
Novem ber 2021. President Biden called on 
the Financial Stability Oversight Council to 
iden tify spe cific finan cial sta bil ity risks and 
reg u la tory gaps posed by var i ous types of 
dig i tal assets and make rec om men da tions to 
address them.

Following this, CFTC Chairman Rostin 
Behnam released the fol low ing state ment:

The Executive Order signed by President 
Biden today marks a sig nifi  cant step. The 
EO will ensure greater coop er a tion and 
coor di na tion between var i ous cab i net-
level agencies, the inde pen dent mar ket 
reg u la tors, and pru den tial reg u la tory bod-
ies. With increased adop tion and growth 
in the dig i tal asset mar ket comes the need 
for increased edu ca tion and out reach to 
pro tect against new and emerg ing risks. 
President Biden is right to empha size the 
need for increased cus tomer edu ca tion 
and con sumer pro tec tion, while com bat-
ing illicit activ ity and safeguarding finan-
cial sta bil ity.14

Several inter na tional orga ni sa tions (G7, 
G20, the Financial Action Task Force [FATF], 
the Financial Stability Board [FSB] and the 
International Organization of Securities 
Commissions [IOSCO]) are actively work-
ing on a vari ety of issues relat ing to crypto 
assets, with a par tic u lar focus on inves tor and 
con sumer pro tec tion, mar ket integ rity, bank 
expo sures, pay ment sys tems, finan cial sta bil-
ity mon i tor ing, anti-money laun der ing and 
coun ter ing the financ ing of ter ror ism.
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Ongoing inter na tional work should 
drive devel op ment and implementation of 
holis tic stan dards, coop er a tion and coor di-
na tion, and infor ma tion shar ing. The G7 
report15 outlining a set of pol icy prin ci ples 
for cen tral bank dig i tal cur rency (CBDCs) 
is an impor tant con tri bu tion to establish-
ing guide lines for juris dic tions for the 
explo ra tion and poten tial devel op ment of 
CBDCs. The G7 report high lighted that 
any CBDC should be grounded in the 
G7’s long-stand ing pub lic com mit ments 
to trans par ency, the rule of law and sound 
eco nomic gov er nance, as well as the pro-
mo tion of com pe ti tion and inno va tion.

The International Monetary Fund (IMF) 
con sid ers DeFi a risk to global finan cial 
sta bil ity, espe cially as it grows more inter-
connected with the tra di tional finan cial 
sys tem. It sug gests that stablecoins and 
centralised exchange be the focus of super-
vi sion. It has published a new report16 on 
global finan cial sta bil ity, which cov ers the 
DeFi mar ket, among other things. Addi-
tionally, it sug gests that author i ties should 
‘encour age DeFi plat forms to be sub ject 
to robust gov er nance schemes, includ ing 
indus try codes and self-reg u la tory orga-
ni za tions. These enti ties could pro vide an 
effec tive con duit for reg u la tory over sight.’

The Organisation for Economic Co-
oper a tion and Development (OECD)17 sees 
a role for super vi sory author i ties and inter-
na tional stan dard-set ters in assessing the 
risks of DeFi, explor ing how existing rules 
may be enforced in DeFi appli ca tions and 
addressing reg u la tory gaps. The OECD 
con cedes that the reg u la tion and over sight 
of DeFi appli ca tions may be chal lenged by 
their global reach and oper a tion, given that 
their activ i ties often have no defined juris-
dic tion or geo graph i cal loca tion and may be 
accessed vir tu ally any where in the world.

RESPONSIBLE INNOVATION
With new and trans for ma tive tech nol o-
gies, come dis pa rate views and opin ions. 

In her remarks18 on 7th April, 2022, US 
Secretary of the Treasury, Janet L. Yellen, 
encour aged policymakers, busi ness peo ple, 
advo cates, schol ars, inven tors, engi neer ing 
and soft ware devel op ment com mu ni ties 
and cit i zens to come together for a con-
struc tive pub lic–pri vate dia logue to ensure 
any ground-break ing inno va tion reflects 
les sons learned through out our finan cial 
his tory and is con sis tent with val ues and 
laws; pro motes eco nomic com pet i tive ness 
and growth; pro tects con sum ers, inves tors 
and businesses; avoids reg u la tory arbi trage; 
safe guards finan cial sta bil ity from sys temic 
risks; and pro vi des equi ta ble access to safe 
and afford able finan cial ser vices.

Digital asset tech nol o gies and the dig i tal 
pay ments eco sys tem should be devel oped, 
designed and implemented in a respon si ble 
man ner con sis tent with the rules governing 
tra di tional finance. System fea tures should 
include pri vacy and secu rity in its archi-
tec ture, inte grate fea tures and con trols 
that defend against illicit exploi ta tion, and 
reduce neg a tive cli mate impacts and envi-
ron men tal pol lu tion, as may result from 
some cryptocurrency min ing.

Development of CBDCs have the 
poten tial to sup port effi cient and low-cost 
trans ac tions, par tic u larly for cross-bor der 
funds trans fers and pay ments, and to fos ter 
greater access to the finan cial sys tem, with 
fewer of the risks posed by pri vate sec tor-
admin is tered dig i tal assets. There are also, 
how ever, poten tial risks and down sides to 
con sider. Timely assess ments of poten tial 
ben e fits and risks under var i ous designs 
should be prioritised.

Any tech nol ogy driven finan cial inno va-
tion is inher ently cross-bor der and requires 
inter na tional coop er a tion and col lab o ra tion 
to ensure that new tech nol ogy does not lead 
to fur ther frag men ta tion.

CONCLUSION
In con clu sion, there is a lot more work that 
needs to be done to cre ate a new sys tem 
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that can ade quately pro vide the gov er-
nance and reg u la tory frame work suit able 
for DeFi. Enhanced reg u la tory sur veil lance 
and robust and com pre hen sive national 
reg u la tory frame works deliv ered through 
com mon global stan dards by stan dard- 
set ting bod ies will be nec es sary.
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